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Three Mutually-Supportive Concepts

Real-time Network Forensics

—Discover and reconstruct event history in seconds

—Implement an informed remedy before damage escalates

Malware Analytics at Stream Rate

—Detect that you have been had (or, maybe just targeted E'{@S ) sooner

—Focus analyst attention on the biggest threat ‘:@3 to the enterprise

Give Analysts Productivity and Skill-Enhancing Tools

—Open Source to reduce acquisition delays and budget pressures

—Rapid, guided search through historical data caches
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Real-time Network Forensics
Dramatically Compressing the Analytic Timeline

« A worrisome event Is detected. What does the SOC team do?

* Yesterday’s Answer: Observe adversary actions over weeks to
map attack scope and ConOps. And sustain added damage.

Detection

Event Recover

Response with
Today’s IDS

Observe, then Act

Compromised E :ploited

Attack Mission Effective
Op Cycle ] Owned Untrust vorthy

Reconstruct

Response with Real-

time Forensics Recover

« The Network Forensics Answer: Scroll back in time to reconstruct
event history. In seconds!! Then act. Fast and decisively.
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Stream Analytics As Precursor to Code Analysis

« Code analysis is slow and expensive, but essential for new attacks
« Stream Analytics is fast — actionable analytics for routine attacks in seconds!

ﬁtegrated {tegrated
COTS tools COTS tools

Actionable
Classification

Executables. Stream - Static Code Dynamic Code

on Wire Analytics —_— Analysis "—\\ Analysis :\\
Stream Traditional
Analytics Analytics
(seconds) (days to weeks)

Analysts

Quick-look Analytics
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NIDAR-FX

Real-time, open source network forensics

BAE SYSTEMS

Broad structural anomaly detection
—Analyzes every byte of every packet
—Scales to 10Gps in multi-CPU card

Real-time analytics
—PEs, e-mail, web sessions...
—Malware classification w/o unpacking

NIDAR-FX

REAL-TIME NETWORK FORENSICS TO HALT INTRUSIONS BEFORE DAMAGE CAN BE DONE

BENEFITS

As the volume and sophistication
of cyber attacks escalate, analytic
timelines to deal with the onslaught
have not kept pace in response.
With current tool
weeks or longer
of an incident, after which the ops
staff has to clean up the destructive
consequences. The net effect:

losses and
The NIDAR-
dramatically
timescale, enabling anal
complete their assess|

« Scalable repository with real-time query | & oo
via Splunk™ data mining engine
— Intuitive, extensible GUI

« Operationally-validated

Key tools migrating to open source
via Suricata™ IDS (2012)

™ Suricata is a trademark of the Open
Information Security Foundation (OISF)

ahyt

phering the scope

Our Approach
NIDAR-FX s a real-time, software-based
network forensics solution.

Behavioral Anomaly Detection
Ourbehavioral anomaly detectors extract
powerful indicators of even the most
sophisticated attack in real-time.

Stream Analytics
Stream analytics organize and classify
potential system risks to generate high-
confidence indicators of malicious activity in
real-time.

ity lowers enterprise

DataRepository
Optimized with real-time search capabilities,

> ourdata repository places both current and

historical data at the analyst's fingertips
Intultive Graphical Interface

Developed for analysts, by analysts, our
NIDAR-FX Dashboard provides a clear
understanding of the nature and scope of an
incident within minutes.

Section A - Site Traffic Analytics: contains screens to support

Section 8 - Portoble Executabler

apid

Section C- Site SMTP Anslytics
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Why Open Source? Why Suricata?

« USG adaptation of OS is
significant ...and growing

e Supportive policies beginning ave money
to emerge Flexible
° Why SU rl Cataf) Rapid Pace of Innovation
Freedom to DIY
— A next-gen, multi-threaded IDS. Increased Productivity
|deal for large pipes/data flows feliable
— Maintained by Open Information Streamlined Operations
Security Foundation (OISF) Other
- Sponsored by DHS/DS&T [') 1Io 2Io 30 40 50 60 70
Homeland Open Security 7% of USG Respondents
TeChnOIOgy (HOST) Source: Markgt Connections and Lockheed Martin survey
_ Funding from DHS and SPAWAR “The Intersection of Open Source and Cloud” May 2011

— GPL license
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Validation at Operational Scale

NIDAR-FX and Suricata In BAE’s Leading Edge NOSC Environment (LENE)

Packet H LENE Packet Processing bi Free_ra,nqe teStInq OpS |n the W|Id
%Eggﬁ - on BAE’s 50K node network

Log ||
Capture
oc-12 Packet | |
Analytics

Seeded testing: Artifacts from
Malware lab injected into flow

SIHG . .
T * Real-time or batch testing
oCc-12
* Quick-look console
Packet
Translation e e i —

Portable Executables Primary Dashboard _=

= i

BAE Systems Sites (~190)
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LOOKING UNDER THE HOOD:

REAL-TIME FORENSICS




NIDAR-FX Architecture

Real-time Analytics Modules Do the Hard Work

Bt et The PEAnalytics Classifier Steals the Glory

Infrastructure | R_ea:ti;e—l\rgly_tic: ___________ _: ;or_en;ilcs_ T
NSP Main | Extracts URLS, 17 Dashboards
| PEs from emaill

Decodes web
sessions

Analyze PEs (~50

Decode protocols 4
(~ 200 attributes)

User
Interface

anomalies+imports)
I

UDP TCP
Handler Handler

PEScan

Plug-In

Splunk

|
! PEAnalytics Database
! Near-real-time Analytics Plug-In !

Witho
cla
Good-

August 2012
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PE Attributes Separate Malware from
Goodware

« NIDAR-FX collects 3 attribute

types:
o Structural — # of sections, privileges... Anomaly Severity (PEScore)
o Numerical — Load point, offsets.... Separates Malware From “Goodware”
o Imports — libraries, function calls... iZ —web PEs
* Example: Structural anomalies 16 e==Known Bad
in ~ 80% of malware (and 4

12 -
10 -

some goodware)

Percent

Executable sections with write
privileges...

8
6 -
4
2

* 763K malware samples 6000 0 s e e
unigue anomaly patterns -
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LOOKING UNDER THE HOOD:

STREAM ANALYTICS




Extracting Executables from Packet Flow

(Tee]e) GLl) Dlolule] [e[eel] rena » Out-of-order packets

* Interlaced with other messages
DLTTe] [alefole] [alofule] Teli[af] merleaved = Transmission errors

Packet

Loss
Sections

Reconstituted
Stream
(code, data,

Windows Portable Executables (PES): imports)

= Microsoft PE 8.x format, but take liberties

(t :
» Header exposes meta-data and structural anomalies
» Obfuscation is common

PE

Resources

Overlay

» Session “fragments” can be intentional

August 2012 14
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Extracting Attributes from Executables

Host Network

g
. Attribute classes — structural, numerical, imports — T Sassors
define available features
- Harvesting
- Classifiers need “right-sized” attribute set:
o Too few: loss of separability :

o Too many: over-training
o Too precise: countermeasures
o Too hard: encryption/unpacking

 Without unpacking, PEAnalytics classifies PEs
as:

M Benign  Malicious—known type B Unknown-high risk

Alternative classifiers (Naive Bayes, random forest...)
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Which Attributes Really Matter?

Principal Component Analysis
(PCA) of 50K malware samples

227 attributes (anomalies and DLLS)

PCA suggests 22 (90%) to 53 (98%)

| \\ 90'%_ 95% 96% independent (composite) variables
\ "« But, malware families exhibit clusters
., \ " of DLLs and anomalies:
g . N : ; 22 PCs =135 “core” attributes
g / LNl 53 PCs 9210 “core” attributes
o B ~+ So, how many attributes do we need?

0

0 5 10 15 20 25 30 35 40 45 50 55

. Population drift analysis is major
Principal Component (PC) #

factor in answering “how few”
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Population Drift Impact on Classifiers

Attack Fingerprints Change So Classifier Performance Erodes
(DLL Drift 3/11-3/12) Classifier Day 1 | Day N

T Accuracy

9. Y. True Positive ~ 97.6% &

— T . - -

2 TgLnQVL?Hg g False Positive 0% 2

= 15 — NewDLLs a2 :

5 |

E B . 0.9

g 5 / /_/

Z _ /_/_/ 0.8
0 L= S

0 10 20 30 40 50 60 70 80 90 100 07

Most Frequent DLLs

Accuracy

0.6

0.5

Time Units

Current experiments are measuring classifier decay rate

August 2012
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Automating Attribute Selection and Training

All Reduced
Attributes Attribute Set
Structural Structural
Anomaljes Anomaljes
PCA” Classifiers Class
— Tl i
PC, Separation
. /' \ Singlet Good -
| DLL : Exec_discard  Exec_and_write - k:npacked HeaderX8CJ Family Zous -
mports — o paioor Packed
PC DLL
9 X % k Bxec_nopage  Entry_not_first
variance| PC,., I s < >
PCN i’;i';:dU"k Header 47 EaaTle\g Good -
— Goodyare|Adds ~ <
Header Header
Metadata Metadata

* Principal Components Analysis

August 2012
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LOOKING UNDER THE HOOD:

ANALYSTS’ DASHBOARD

* Built on Splunk™ data mining engine
- 18 standard screens, with drill-down |

- Composable queries
* Toolkit for new screens

19
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HTTP Error Summary Dashboard

NIDAR-EX
Traffic Cverview Dashbosrds « Error and Avomaly Dashbosrds - Searchus & Reports ~

Search « Portable

Site HTTP Errors and Ancmalies

Src IPs: 32037 Dst 1Ps; 31872

countfinst)

.r Statuses

Tue Feb 7
2012

hiin_msa
‘apalication/octs

‘textfjavascn harsec=lTF-8' 6
applicatanx.

“imag=/pna’
‘image/pey

‘text/humicharse:

application/x javascript’
‘texthtml’ image/air

"Mozillaid. Olcompatible |
MET CLR

W4 0 SLOC?!

1 Tridentis 0

2 0jcompatib. 1 Trdenta 0 SL
1:55 P4 2:00 PM
ae Feb 7

2012

2:00 PM Ojcompas..1

oftlIS/ 1.0 "Mozillais.0 100101 Viretox/10.0

frome/16.0 9
rome/16.0 912

oftIIS/75
Mozillal5.0[Windows

ckwaveFla
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Malware Analytics Dashboard

NIDAR-FX

Search - Parlable B

Portable able

Total PEs

stal PEs: 7208

Non-Flagged: 5805

Flagged: 1403

+1 Comelated: 291 +2 Comelated: 32 +3 Correlated: 0

|
# Failing Multiple Tests

(¥
Oxa00000
OxdZ00001
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Count

Elacklisted MD

Blacklsted MOS5S

sum Cor

= are thase of cor

Trallic Gvardew Dashboards -

Wed Jan 18

Timaeline

Time fange Filier
T ———

by

Error and Ancealy Dashboards -

Seaiches & Repoits -

o e o

£ 1183218235
w 149.32.152 3
£ 1042488
B 129861335
100
2 :
1373401428220 15/bb5 06eE61510ad
abcdd4l257o0ebelStlcloal
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admin Logout

200 300 400 00 (20

Caunt

200 00 600 a0l 1
Count
Suspicious DLL Correlations
Suspicious Kerned DLLs are compiied from open-source maksare repors. commercal makare ists and 52 research
Livk Sutscrs

. == Anomaly Class Fails

+1: 1377

Moteable Function Cor 5

Mlaleatie Funcbans provide capabiies that are aten wsed by maksare. (Lik io G

+1: 1390 +2:35



Metadata Drill-down

Supporting evidence for the Tier-3 analyst

‘Sugnebcant P Scores | P with Notesble Fumctioms 0 | MawsthSemcon DL MO O | 4 1

. Digital Fingerprint (Hash)
FE——O | # = (-TolV]¢:10)

: :' PE Score

ari dil, kermel ) advapiid.¢ Rt gkl » 3 |
Correlated Executables
-~ Libraries and Function .. s, w

teaMetr ExitWindowstx

ettt

network transaction
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E-mail Threat Summary Dashboard

MNIDAR-FX

Search - Partakle Executable Dashloards - BMTP

= =mail i

Summary | =

Emalls of Interest

Thiia ¢ presents TP emais o

Suspéc Email T|m

w
M T Artach =
FE URL E =U
=
Trace an

Backlisted

Thes bution groun represencs SMTE ranss
Blac kFshed T

SMTP Sessions: 87
SMTP Events: 672 3
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m. Blacklstod. wiPE LIRLS, o
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WIPE Alliae

elines
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Tments) ves 8 s peeiied e
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Timaline
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G0V Phishing: 0
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Suspect E-mails
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Searchus & Repons -
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&ens | Jobs | Logout
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A GOOD DAY IN THE LIFE ON AN ANALYST




NIDAR-FX Example:

Spearphishing Forensics

A fine July morning. The IT staff is kicking back ?\,ﬁ

At noon, a .gov
customer informs The reported attack was

us of an e-mail hoax blocked at the BAE Systems
under his letterhead. gateway, but:

The hoax is directive
in nature, and
contains malicious

Who was targeted? Why?

Were we penetrated by an
earlier/later phase?

links.

If so, were we compromised?

Was any sensitive info at
risk?

25
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First hr: Scrolling Back in Time To Discover “What”
NIDAR-FX Real-time Forensics

By 2 PM, our analysts had:

1.Found 18 suspect emails received
between 4:20 and 5:53AM

2.Determined URL’s are inactive
3.Verified URL’s weren’t visited!

4.Searched TCP session of 4:20
email. Found [invalid address]
error code

5.Retrieved 4:20 e-mail TXT

6.Searched error codes from “.gov'.
Found similar e-mails from other
agencies!

7.Packaged data for follow-up

Spam Emails

AND, begun deciphering the
attack

26
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Understanding “How” and “Why”

Adding Global Threat Analytics to Event Processing

Within 48 hrs, our analysts determined we were AOK:
» E-mail part of broad gov-theme spam campaign

» Code was credential-stealing botnet

» Targeted employees don’t work
customer’s programs

Communications Staff

25 4 e ¢ Uk T n Da
25 e g g L s

27
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SUMMARY
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Summary

*Real-time forensics is real... and dramatically accelerates
malware analysis. BAE System’s toolset available soon at

http://www.openinfosecfoundation.org

sAccurate, real-time, sustainable classification is feasible.

Population drift can be measured and managed

Automating the process is doable
10's of K's of
Executables

«Classifier design will ultimately matter.
But first, we have to understand our data. K's of malware

samples

More productive analysts

Tew break-" § of-the-mill
out”threats Infections

Faster Understanding of attacks
Less sustained damage @

August 2012
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QUESTIONS?

Dr. Harold Jones
harold.jones@baesystems.com
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